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Lab 5 – The 7 Pernicious Kingdoms

Many attempts were made to categorise and enumerate vulnerabilities, but only one was widely adopted by industry: Common Vulnerabilities and Exposures (CVE). CVE is a database where anyone (a programmer, team, software or hardware vendor) has the ability to submit a vulnerability they have discovered in a product (software or hardware). On submission the vulnerability gets a unique code and will be visible in the public database. By definition, CVE is a dictionary of vulnerability identifiers, but it does not provide any categorisation or structure for the vulnerability.
This is what the Seven Pernicious Kingdoms taxonomy is for. It gives a structural way to classify vulnerabilities (phylum) into larger broader security flaws (kingdoms). This also helps with learning how to write better code, as it helps you remember the key things to look for.
· FutureLearn. (2019). 

Introduction
The 7 Pernicious Kingdoms is a collection of knowledge about common security mistakes. The aim is to help developers and security practitioners understand common types of coding errors that lead to vulnerabilities. By organizing these errors into a simple taxonomy, it can teach developers to recognize categories of problems that lead to vulnerabilities and identify existing errors as they build software. All of the errors included in our taxonomy are amenable to automatic identification using static source code analysis techniques. 

Lab Instructions:
Research and answer the following questions, submit your findings in a lab report.

A) Outline and describe The Seven Pernicious Kingdoms (important areas of code) that a secure coding analyst must be aware of.
B) Devise a table based on The Seven Pernicious Kingdoms and demonstrate how these 7 areas are mapped to the OWASP top 10.

Submission and Grading Details
This lab will form part of your complete Lab book, which must be submitted at the end of the module. You must reference your work.  You should follow the layout of a typical lab book, and add extra headings as necessary. Sample layout below:
· Lab 5 - The Seven Pernicious Kingdoms 
· Description
· Aims and Objectives
· Method
· The Seven Pernicious Kingdoms
· 1
· 2
· 3
· 4
· 5
· 6
· 7
· Mapping to OWASP Top 10
· Conclusion
· References	
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